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Alveley Primary School Computing and Online Safety Policy

Policy Statement
Alveley Primary School is committed to providing a safe and secure environment in which all members of
the school community can use digital technologies responsibly, effectively and safely. The school recognises
that technology plays a vital role in teaching, learning, communication and administration, and is
committed to promoting positive online behaviours while safeguarding pupils, staff and families from
potential online risks.
This policy supports the school's responsibilities under safeguarding legislation, data protection
requirements and current Department for Education guidance, including Keeping Children Safe in Education
(KCSIE) 2026.
This policy should be read alongside the school's:

o Safeguarding and Child Protection Policy

¢ Data Protection Policy

e Behaviour Policy

e Anti-Bullying Policy

o Staff Code of Conduct

¢ Mobile Phone Policy

e Acceptable Use Agreements

2. Roles and Responsibilities

Role Named Person
SLT Lead for Online Safety K Lowe
Online Safety Co-ordinator K Lowe

Governor with Responsibility for Safeguarding and Online Safety Rev. Jon Aldwinckle

Responsibilities of the Online Safety Co-ordinator
The Online Safety Co-ordinator is responsible for:
e Leading the school's online safety strategy.
¢ Coordinating online safety education across the curriculum.
e Supporting staff training and development.
e Recording and reviewing incidents.
e Liaising with the Designated Safeguarding Lead (DSL), governors and external agencies where
appropriate.
e Ensuring online safety remains an integral part of safeguarding practice.

3. Acceptable Use
All members of the school community are expected to use technology responsibly and in accordance with
the school's Acceptable Use Agreements (AUPs).
Acceptable Use Agreements are provided for:
o Staff
e Pupils
e Parents and carers
All users must:
e Use school systems appropriately and lawfully.
e Protect personal information.
e Respect the rights and privacy of others.
o Follow safeguarding and data protection requirements.




e Report concerns promptly.
Failure to comply with this policy may result in disciplinary action and, where appropriate, referral to
external agencies.

4. Online Safety Education
Online safety is embedded throughout the curriculum and reinforced through Computing, PSHE,
assemblies and wider safeguarding activities.
Pupils are taught to:

e Use technology safely and responsibly.

e Protect personal information online.

e Recognise cyberbullying and know how to respond.

e Report concerns to a trusted adult.

e Evaluate online information critically.

e Understand copyright and intellectual property rights.

e Recognise online scams and manipulation.

e Understand the risks associated with social media and online gaming.
Emerging Online Risks
In line with current safeguarding guidance, pupils are taught about:

e Misinformation and disinformation.

e Conspiracy theories.

e Artificial intelligence (Al).

o Deepfakes and Al-generated content.

e Online exploitation and grooming.

e Harmful online influences.

5. Staff Training
The school will ensure all staff receive appropriate online safety training as part of safeguarding training
and induction procedures.
Training will include:

e Current online safety risks.

o Filtering and monitoring arrangements.

e Professional conduct online.

e Data protection responsibilities.

e Emerging technologies including generative Al and deepfake technologies.
Staff are expected to maintain an up-to-date understanding of online safety risks and safeguarding
responsibilities.

6. Use of Digital Technology
School digital systems are provided primarily for educational and professional purposes.
Users must:
e Use school email accounts for school business.
e Communicate professionally at all times.
e Protect confidential information.
¢ Follow copyright and licensing requirements.
e Use school-approved systems for storing and sharing information.
The school reserves the right to monitor the use of its systems for safeguarding, security and operational
purposes.




7. Passwords, Security and Data Protection
All users are responsible for protecting school systems and information.
Staff must:
e Use secure passwords.
o Keep passwords confidential.
e Lock devices when unattended.
e Log out of systems when not in use.
e Report suspected security breaches immediately.
Personal data must only be stored using approved school systems and in accordance with GDPR and the
school's Data Protection Policy.
School devices remain the property of the school and are allocated for business use.

8. Photographs, Video and Digital Media
The use of photographs and video will comply with data protection legislation and parental consent
arrangements.
The school will:

e Record consent preferences within Arbor.

e Use images appropriately and respectfully.

e Store images securely.

e Regularly review permissions.
Staff should only use approved school devices to capture images unless specific authorisation has been
provided.
Parents and carers may only take photographs or videos during school events when permission has been
granted by the school.

9. Mobile Phones and Personal Electronic Devices
Pupils are not permitted to bring devices capable of communication, photography, video recording or audio
recording onto the school site unless prior permission has been granted by the school and appropriate
arrangements are in place.
Where pupils have been approved to walk to and from school independently, they may bring a mobile
phone to school for safety purposes. This arrangement must be agreed in advance by the class teacher and
parents/carers. Upon arrival at school, the mobile phone must be switched off and handed to the class
teacher. Phones will then be stored securely in a locked cupboard in school office during the school day. At
the end of the school day, the class teacher will collect the phones from the office and return them to the
pupils before they leave the school site.
Staff mobile phones must:

e Remain on silent during the school day.

e Be kept out of sight other than in designated staff areas.

e Only be used in designated staff areas except in emergencies.
Visitors should follow the school's visitor procedures regarding the use of mobile devices.

10. Social Media
Staff must maintain high professional standards when using social media.
Staff must not:
e Discuss confidential school matters online.
e Accept friend requests from current pupils or parents.
e Post content that could bring themselves, the school or Trust into disrepute.




Staff should ensure that privacy settings are secure and should seek approval from the Headteacher before
creating or managing any social media account linked to the school.

11. Filtering and Monitoring
The school maintains appropriate filtering and monitoring systems to safeguard pupils and staff while using
school technology.
Filtering and monitoring arrangements:
e Meet current safeguarding expectations.
e Are reviewed at least annually.
e Are overseen by the Online Safety Lead, DSL and IT support provider.
e Respond to emerging online risks and technologies.
¢ Include consideration of Al-generated content and deepfakes.
Records of reviews will be maintained.

12. Reporting Concerns and Incidents

All online safety concerns must be reported immediately.

Concerns relating to pupils

Any concern that may constitute a safeguarding issue must be passed directly to the Designated
Safeguarding Lead (DSL).

Concerns relating to staff

Concerns involving staff conduct will be dealt with in accordance with safeguarding procedures and may be
referred to the Local Authority Designated Officer (LADO) where appropriate.

All incidents will be recorded using the school's agreed reporting systems and procedures.

Evidence relating to incidents will be retained where required.

13. Sanctions
Failure to comply with this policy may result in:
e Restriction of access to school ICT systems.
e School behaviour sanctions.
e Disciplinary procedures.
o Referral to external agencies.
e In serious cases, police involvement.
The Headteacher will determine appropriate sanctions in accordance with school policies and procedures.

14. Monitoring and Review
The Governing Body and Headteacher will ensure that this policy is reviewed annually or sooner if
legislation, statutory guidance or local procedures change.
The effectiveness of this policy will be monitored through:
e Online safety incident records.
o Safeguarding records.
e Behaviour and bullying data.
o Staff, pupil and parent feedback.
e Filtering and monitoring reviews.

Appendices
Appendix 1: Acceptable Use Agreements

e Parent/Carer Agreement




e Key Stage 1 Pupil Agreement
e Key Stage 2 Pupil Agreement
o Staff Acceptable Use Agreement
Appendix 1: Acceptable User Policies
Parent/Carers Agreement
e | have read and discussed the Acceptable Use Policy with my child.

e | know that my child will receive digital (online) safety education to help them understand the importance
of safe use of technology and the internet, both in and out of school.

e | am aware that the use of the internet using school equipment is monitored for safety and security
reasons and to safeguard both my child and the schools systems. This monitoring will take place in
accordance with data protection and human rights legislation.

e | understand that the school will take all reasonable precautions to ensure that pupils cannot access
inappropriate materials, but | appreciate that this is a difficult task, particularly with new technologies and
sudden online trends.

e | understand that if the school has any concerns about my child’s safety online, either at school or at
home, then | will be contacted. This includes concerns that inappropriate online material viewed at home is
being discussed in school. | also understand that if my child does not abide by the school Acceptable Use
Policy then sanctions will be applied in line with the school’s behaviour and anti-bullying policy.

e |, together with my child, will support the school’s approach to digital safety and will not deliberately

upload or publish any images, video, sounds or text that could upset, threaten the safety of or offend any
member of the school community, either on school or home devices. | will not name or identify members
of staff on social media and any discussion of school will be professional and in line with the ethos of this

policy.

e | will ensure that my child does not bring any device to school (including smartphones, smartwatches or
cameras) that have the ability to photograph, video or audio record, unless by prior written agreement
from the Assistant Headteacher. Any such agreement would be fully risk assessed.

e | know that | can speak to the school safeguarding team, my child’s teacher or the Assistant Headteacher
if I have any concerns about digital safety.

« | will visit the school website http://www.alveleyprimary.co.uk/wellbeing-support/e-safety for more
information about the school’s approach to digital safety.

e | will visit www.thinkuknow.co.uk/parents, www.nspcc.org.uk/onlinesafety www.internetmatters.org,
www.saferinternet.org.uk, and www.childnet.com for more information about keeping my child(ren) safe
online.

e | will support the school and my child by sharing responsibility and role modelling safe and positive online
behaviour for my child and by discussing online safety with them when they access technology at home.

¢ When communicating with school electronically, either via email or through learning portals such as
Tapestry, all communication will be polite, professional and with a view to building a supportive
collaboration for the benefit of pupils.



http://www.internetmatters.org/

Key Stage 1

Pupil Agreement

e | will look after all the school IT equipment and use it properly.

e | will only share my username or password with trusted adults.

e | will tell an adult if | see anything which upsets me.

e | will always ask before downloading from the internet or using files | have brought into school because |
understand the risks from virus infections.

e Any work | upload to the internet will be my own.

* | will only take a photograph or video of someone if they say it is alright.
e All of the messages | send will be polite.

¢ | will not post anything online which upsets other people.

e | will use a safe online name and not give away my personal information or talk to people | do not know
using the internet.

e | understand that the school may check my use of IT and talk to my parent or carer if they are worried
about my online safety.

e | understand that if | do not follow these rules | may not be allowed to use the school computers or
internet for a while, even if it was done outside school.
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| confirm that | have read this policy with my child and have understood this policy.




Key Stage 2

Pupil Agreement

e | will take care when using the school IT equipment and use it responsibly.

¢ | will keep my passwords private unless | need to share them with a trusted adult.

o | will inform an adult if | see or receive any unpleasant text, images or messages.

e | will not interfere with anyone else’s passwords, settings or files on the computer.

¢ | will be careful when downloading material from the internet or using material | have brought into school
because | understand the risks from virus infections.

e Any work | upload to the internet will be my own.

e | know that if | want to take a photograph or video of somebody, | will need their permission and my
teacher’s

permission.

e | will not bring any device into school that can take photos, videos or audio recordings unless the
Assistant Headteacher has given written agreement.

* Any messages | post online or send in an email will be polite and responsible. | will always ask myself
“how would | feel if my parents or the other person’s parents saw it?”

e | will not send or forward messages or create material which is deliberately intended to upset, embarrass
or scare other people.

e | know | must take care about giving away my personal information and making contact with people | do
not know when using the internet.

e | understand that the school may check my use of IT and contact my parent/carer if they are concerned
about my online safety.

e | recognise that if online activities at home make me angry, cross or upset when | get into school and
affect my work or playtimes, my teacher might need to speak to my parents/ carers.

e | understand that if | do not follow these rules | may not be allowed to use the school computers or
access the internet for a period of time and that this may happen even if the activity was done outside
school.
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| confirm that | have read this policy with my child and have understood this policy.




Staff Acceptable Use Policy Agreement

| understand that | must use school systems in a responsible way, to ensure that there is no risk to my
safety or to the safety and security of the systems and other users. | recognise the value of the use of digital
technology for enhancing learning and will ensure that learners receive opportunities to gain from the use
of digital technology. | will, where possible, educate the young people in my care in the safe use of digital
technology and embed online safety in my work with young people.

For my professional and personal safety:

e | understand that the school will monitor my use of the school digital technology and communications
systems.

e | understand that the rules set out in this agreement also apply to use of these technologies (e.g. laptops,
email etc.) out of school, and to the transfer of personal data (digital or paper based) out of school.

e | understand that the school digital technology systems are primarily intended for educational use and
that | will only use the systems for personal or recreational use within the policies and rules set down by
the school.

¢ | will not disclose my username or password to anyone else, nor will | try to use any other person’s
username and password. | understand that | should not write down or store a password where it is possible
that someone may steal it.

e | willimmediately report any illegal, inappropriate or harmful material or incident, | become aware of, to
the appropriate person. | will be professional in my communications and actions when using school
systems:

| will not access, copy, remove or otherwise alter any other user’s files, without their express permission.

e | will communicate with others in a professional manner, | will not use aggressive or inappropriate
language and | appreciate that others may have different opinions.

e | will ensure that when | take and/or publish images of others | will do so with their permission and in
accordance with the school’s policy on the use of digital/video images. | will not use my personal
equipment to record these images, unless | have permission to do so. Where these images are published
(e.g. on the school website) it will not be possible to identify by name, or other personal information, those
who are featured.

* | will only use social networking sites in school in accordance with the school’s policies.

e | will only communicate with learners and parents/carers using official school systems. Any such
communication will be professional in tone and manner.

¢ | will not engage in any on-line activity that may compromise my professional responsibilities. The school
has the responsibility to provide safe and secure access to technologies and ensure the smooth running of
the school:

e When | use my mobile devices in school, | will follow the rules set out in this agreement, in the same way
as if | was using school equipment. | will also follow any additional rules set by the school about such use. |
will ensure that any such devices are protected by up-to-date anti-virus software and are free from viruses.

¢ | will not use personal email addresses on the school’s ICT systems without first discussing it with a
member of SLT.




¢ | will not open any hyperlinks in emails or any attachments to emails, unless the source is known and
trusted, or if | have any concerns about the validity of the email (due to the risk of the attachment
containing viruses or other harmful programmes)

e | will ensure that my data is regularly backed up, in accordance with relevant school policies.

e | will not try to upload, download or access any materials which are illegal (child sexual abuse images,
criminally racist material, terrorist or extremist material, adult pornography covered by the Obscene
Publications Act) or inappropriate or may cause harm or distress to others. | will not try to use any
programmes or software that might allow me to bypass the filtering/security systems in place to prevent
access to such materials.

e | will not try (unless | have permission) to make large downloads or uploads that might take up internet
capacity and prevent other users from being able to carry out their work.

¢ | will not install or attempt to install programmes of any type on a machine, or store programmes on a
computer, nor will | try to alter computer settings, unless this is allowed in school policies.

e | will not disable or cause any damage to school equipment, or the equipment belonging to others.

¢ | will only transport, hold, disclose or share personal information about myself or others, as outlined in
the School Personal Data Policy (or other relevant policy). Where digital personal data is transferred outside
the secure local network, it must be encrypted. Paper based documents containing personal data must be
held in lockable storage.

¢ | understand that data protection policy requires that any staff or learner data to which | have access, will
be kept private and confidential, except when it is deemed necessary that | am required by law or by school
policy to disclose such information to an appropriate authority.

e | willimmediately report any damage or faults involving equipment or software, however this may have
happened. When using the online systems in my professional capacity or for school sanctioned personal
use:

¢ | will ensure that | have permission to use the original work of others in my own work

e Where work is protected by copyright, | will not download or distribute copies (including music and
videos). | understand that | am responsible for my actions in and out of the school:

¢ | understand that this acceptable use policy applies not only to my work and use of school’s digital
technology equipment in school, but also applies to my use of school systems and equipment off the
premises and my use of personal equipment on the premises or in situations related to my employment by
the school.

¢ | understand that if | fail to comply with this acceptable use agreement, | could be subject to disciplinary
action. This could include a warning, a suspension, referral to Governors/Trustees and/or the Local
Authority and in the event of illegal activities the involvement of the police.




